Detecting Cheating, Theft,
and Fraud through Data
Analysis

In Gaming

© 2001-2020 Derk Boss

What ?

Did you know that every area in a casino has an auditing trail and exception reporting system?

Did you know that most Gaming Commissions require the auditing trails and exception reports?

Did you know that significant exceptions are required to be investigated, by most Gaming Commissions?

Did you know that your Surveillance team can utilize these reports to investigate or assist in an
investigation?
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Baccarat
Blackjack

~ Craps
Caribbean Stud

Keno

~ Pai Gow Poker

Roulette
Slots
Three Card Poker

Sports Book

Hold %

15%

12 -18% (# Of Decks, Rules, Region)
13%

28%

28%

22%

22%

6-9%

25%

House Take: 4.55% (11/10 wager assuming 50% win
probability)
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e Games Analysis Report

Current Prior Month Current Prior
Current Day | Month To To Date’ | Year To Date | Year To Date
Date ;
Drop The amount listed is t y the Count
Room.
Win The amount that is actual win or total revenue from the table.
Ending = Beginning fable Inventory — Fills = Marker Payments +
PC ble. WIN / Drop ( Win totaMQ
Percentage <

7 o

//

totals. When negative numbers

the reason.
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Table Games Reports
as used by Surveillance

* Your surveillance management
team should be reviewing these
reports on a daily basis.

* Most reports are broken down by

individual table numbers and
types.

* BJ 1 through the last table
number for each table/type.

* Craps, Roulette, Pai Gow Poker,
etc.

Table Games
Reports as used
by Surveillance

© 2001-2020 Derk Boss

« Once the Surveillance team has reviewed the “numbers” for

the previous day, they can use the information to determine if
a table lost a significant amount or won a significant amount.

+ Significant losses from the previous day should be investigated

to determine if :
* Surveillance was notified of action
* Play was evaluated by surveillance
* Known players or unknown players
* Any suspicious activity observed

12/16/20



Daily Casino Shift Report

Date Shift Player Account # Game Win/Loss

08/01/2015 GYD Newie Newton 12345 BJ-7 $1500
Days Refused Name N/A BJ-1 $2500
Days Sally Smart 010203 Mini-Bacc -$3500
Swing Ansel Adams 020406 PG-1 $1750
Swing T. Hyland N/A BJ-1 $5000

15

Table Games Reports as used by
Surveillance

*The Surveillance team can also use daily reports

to determine if table game hold is where it
should be.

* [f Surveillance determines that certain games or
game types are not holding well, an
investigation should be started.

*You will be surprised with some of the results...
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Slots

19
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Slots

* Auditing Reports
¢ Net WIN
* Location
* Numeric
* Type
* Extended Handle
* Bill Drop Variance
* Daily Override
« JP/Fill Ticket Void
* Jackpot Ledger

© 2001-2020 Derk Boss
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Net Win Report

P

Coinin JP+TK Net Win

001
39873138 L 14872455 3796250

83379027 L 347,567.35 7818027

(264 Slots)  9,136,359.91 2 3,527,256.36 1,069.744.76
3057567145 1562681019 1202079348 3606,016.71

3057567145 1562681018 1202079345 360601671
223953,14068 10485163332 78.375,499.04 26276,134.28

Ticket Drop + Ticket Drop Variance)

Operator

901604

2,952,442.26

‘Adj Net Win Composite

2894646 5554384
6168366 117,33807
87978802 1,327,64583
299878478 442255635
299978478 44225535
2332369202 27,704,53146

0.02
000
000
(0Slots) 000
000
000
1212,044.66 51607381

12829261 - 145,383.92

0.05
320,198.30 140511.07 X 3044151

680,106.05 : 296,557.56 X 5424582

(31280ts) 812133665 355291721 X 70659255
2829006735 1489675637 1248091851 2,403,430.86

2829006735 14,896,75637 1248091851 2,403,439.86
1,146706,086,31 32346385853 164559,91579  50,869,08270  108,034,880.04

227966
410118
54,574.29
163,087 54
193,087.54
6,209499.49

2816185 2857895
5005464 59,887.09
65201826, 70244172
221035232 2443319.30
221035232 244331830
101,825,380.55-105,807,292.85.

025 543,41467
608,763.50 263,193.05 205,757.80 8,100.00 4933525

126386350 55140081 45269164 1440000 84318.17

(504 Slols) 1638462425 708140698 574062168 19830000 114248530
5525080275 2415637602 195914003 68910000  3828,13593
5525080275 2415637602  19,539,14000 68910000  3,028,13583
4911,953630.16  645623,335.44 24470108523 199,889,100.00  201,033,180.21

342578
7,086.91
88391.97
30623185
30623185
9811,055.40

4590947 38,98200
7725128 8100434
105400333 99230472
362190408 336921081
362190408 336921081
19122212481 192,156,108.04

NetWin Version 11.4.0

Var%

441
470
282
267
267
064

083

0.05
014
014

026
092
101
101
030

81637043
-816,370.43
1,433,300.10

8,735,86089

12/16/20

10



Slots Net Win Report: Details

DTD Date To Date

CUR Current

PTD Period To Date

MTD Month To Date

QTD Quarter To Date

YTD Year To Date

LTD Lifetime To Date

020 Derk Boss
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Slot Net Win Report Details

Denom Machine Denomination
Multi Denominational Machines

Coin In The coin cycled and recycled through the machine

Gross Drop Electronic Coin/Bill/Ticket Drops + Coin/Bill/Ticket Drop
Variances

JP+TK Jackpots + Tickets hit/issued from machine

Fills Any fills put into machine

Net Win Gross Drop — Fills/Credits

Act % What the machine is actually holding. True value

Par % What is machine is set up to hold with optimum play and
strategy

Var % The Variance % from the PAR % as compared to Actual %

Est $ Var The estimated dollar amount based on the Variance %

2001-2020 DerkiBEss

23
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Slot Net Win Report: Usage by
Surveillance

* By reviewing the net win report on a regular basis,
the Surveillance department can utilize the

information to determine if a particular
denominational machine is performing at

expected rate.

* When large variances between the Actual % as

compared to the PAR %, an investigation should be
conducted by either the Surveillance Department

or Internal Audit.

24

Slot Extended Handle Report

Slot# OASIS ID

20202 01-000-00
20203 01-000-00
20205 01-000-00
20206 01-000-00
20208 01-000-00
20209 01-000-00
20210 01-000-00
20207 01-000-00
20211 01-000-00
20201 01-000-00

Denom

0.05
0.25
0.50
1.00
5.00
25.00
100.00
2.00
10.00
0.01

Handle Slot#
0.00 | 30676
0.00 | 30677
0.00 | 30678
0.00 | 10106
0.00 | 10107
0.00 | 10108
0.00 | 10109
0.00 | 10110
0.00 | 10111
0.00 | 20616

OASISID Denom

01-004-02
01-004-03
01-004-04
01-004-05
01-004-06
01-004-07
01-004-08
01-004-09
01-004-10
01-004-13

0.25
0.25
0.25
0.01
0.01
0.01
0.01
0.01
0.01
0.05

Handle Slot#

1,033.50 | 50408
1,103.25 | 50409
861.00 | 30708
2,032.11 | 30709
631.85 | 30710
692.62 | 30711
766.37 | 30712
24,273.80 | 30713
388.65 | 10305
1,595.95 | 10112

OASISID Denom

01-006-09
01-006-10
01-006-11
01-006-12
01-006-13
01-006-14
01-006-15
01-006-16
01-007-11
01-007-12

1.00
1.00
0.25
0.25
0.25
0.25
0.25
0.25
0.01
0.01

Handle

270.00
613.00
514.00
502.75
1,105.25
201.75
605.75
580.00
817.75
897.55

25
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Slot Extended Handle Report: Details

Slot # Slot Machine Number

Oasis ID Slot System ID Number

Denom Denomination of
Machine

Handle Circulated and Re-
circulated Coin through
the machine

26

Slot Extended Handle
Report: Details

* The Slot Extended Handle Reports shows
the dollar amount of coin circulated
through any given machine.

* This includes re-circulated coin

* Example: if you put a dollar into a
machine and hit max bet to play $ 1.
It will register $ 1 in coin in on the
handle report.

* From that $ 1 played, you win and
your credits now reflect
Spo

* Any coin played from the total credits
of $ 5 will register on this report as
coin handle through the machine.

12/16/20
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Slot Extended Handle
Report: Details

Story Time — True Story

Normal review of report found that several machines registered
millions in coin in played for the handle for one day.
Machines were .01 denomination. This registered a flag to
the manager who was reviewing the reports. A check
through the jackpot ledger report showed not enough
jackpots to justify this type of handle. The manager got in
touch with the Slot Technical manager to have the machines
physically checked on the floor. When the check was
conducted, it was discovered that the machines were actually
set up wrong when they were put on the floor. According to
the discovered set up, they were set as .05 denomination.
This resulted in 5x the actual amount played. Not only this
effect the handle reading of the machine, but each person
who played the machine was registering a much higher
amount played for their Slot Player Account through the
Player’s Club. Basically if you were playing 25 credits per
spin, this should have registered .25 played, instead it was
registering $ 1.25 played. As a result of this, reports had to be
generated to determine players on the machine and ALL of
their accounts had to be adjusted and auditing had to adjust
and correct all slot reports. This was the result just from one
error.

Slot Bill D Vari R t
Audit Date:  Tue 3/21/06
Bill Drop Variance Report for Divisions Audit Status:  Unaudited
Eecronic  Mamual  BilDrop  BilDrop  BilDrop
Bilbrop il Drop Vr
cUR cuR D
b Sl o ohch i Daiption
5 s o orostio o P 150C BH BUBBLINP o
17 001 01O 010700 IPISICBHBUBBLINP 61 a8 a8 0 000
019 001 010573 010700 IPI0CEHBUBBLINP 61 1538 1538 0 000
1073 001 0014 010700-  1P400TSMYPARTY_PTP o1 1818 1818 0 0
0 010700 1P400 MYSTICALMERMADPTP 1 1793 . ® 0
001 0107:00- 1P 400 PARTYFANTASTICO T ; 1435 ! o 0
0% 0o 107:00- 1P 400 TRAILERPARKPARTYPTP  1GT 2508 2508 3 0 |
; 10377 ) 0107:00- 1P 400 MYSTICALMERMAIDPTP 10T 136 s 0 I
3 10158 0.01 01 07-00- 1P 150C BH BUBBLIN P 1GT 1,99: 995 0 0.00 ’:
o oo 010700 1P 400 PARTYFANTASTICO PTE o1 1363 136 ! 000 5 I
61021 5.00 0107-01 152 WOF-3X PAY § IGT 5330 5,330 0 0.00 1
o2 s 010701 152 WOR-TRIPLE STARS S ¢ 6475 6475 000 .
03 s00 o070t oF.0D 781 7810 0
018 100 01091 010701 113C MEGADDDSPR or 1686 1706 2 1 0
s s 100 019143 010701 113CMEGADDDSPR r 2147 216 ) 20
5 sl 100 09104 010701 IIMEGATDSPR 1 o3 o 0 0
s sm % 019105 010701 113CMEGADDDSPR 1 2400 08
027 L0 o1se I 113C MEGASKAXSX PSR 61 2106 2116 10 04 "
a6t 100 05 010701 D45 SALLY SHRIMPMANIAH 61 142 1427 ’ 000
s 100 L0501 01070  [D4STAILGATE PARTYH 1784 1754 0
e 100 olosz 010701 SCTEXAS TEA H 1.26 1266 000
Bill Drop Varrpt Page 1

29
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Bill Drop Variance Report Detail

Div Slot Floor Division

Slot Slot Machine Number

Denom Denomination

Oasis ID Slot System Machine Number
Location Slot Bank Number

Description Description of Slot Machine Type
Manufacturer Who makes machine

Electronic Bill Drop

Slot System count of the bill drop total including TITO tickets

Manual Bill Drop

Actual count of the bill drop total including TITO tickets by the count
team

Bill Drop Var

Variance between Electronic Bill Drop vs Manual Bill Drop from
count team

Bill Drop Var %

Variance percentage

Bill Drop Var MTD

Month To Date variance between Electronic Bill Drop vs Manual Bill
Drop from count team

30

Bill Drop Variance
Report

This report is beneficial to
surveillance due it showing
any variances from the
validator drop/count

Any unusual variances
should be investigated

© 2001-2020 Derk Boss
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Bill Drop Variance
Report

By reviewing these reports, we have seen
total Electronic Bill Drop amount as
compared to the Manual Bill Drop amount
show up as a variance.

These should be investigated immediately
!
Results that have been determined:

¢ The amount was credited to the
wrong machine
The machine “hot can” was not
pulled from the floor
The machine is not reporting
correctly
The machine had to be pulled in an
emergency drop
The amount was stolen

Statistical
Reports

Miscellaneous

© 2001-2020 Derk Boss
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Jackpot Ledger Report

Ticket #
660,605
660,607
660,613
660,615
660,617
660,618
660,619
660,621
660,628
660,630
660,631
660,633
660,638

Tx ID
265853

265854
265855
265856
265857
265858
265859
265860
265861
265862
265863
265864
265865

Jackpots Ledger

Posted

Slot Denom
61001 5.00
10411 .01
30172 25
30360 .25
20548 .05

4600 .25
20435 .05
50363 1.00
50321 1.00
30216 .25
50272 1.00
30702 .25
50127 1.00

©2001-2020 Derk Boss

Amount

1,200.00
1,400.40
4,000.00
1,000.00
1.00
625.00
1,000.00
1,000.00
1,655.00
1,000.00
1,000.00
1,000.00
1,800.00

34

Jackpot/Fill Ticket Void Report

Date Time

3/21/2006 9:01:59
3/21/2006 3:54:54
3/21/2006 4:06:33
3/21/2006 4:07:01
3/21/2006 6:06:32
3/21/2006 6:19:12
3/21/2006 6:23:00
3/21/2006 6:46:28
3/21/2006 6:55:07
3/21/2006 6:58:03

Denomination
0.01
0.05
0.25
1.00
Grand Total:

Shift

Grav
Day

Swin
Swin
Swin
Swin
Swin
Swin
Swin
Swin

LoginID Full Name

booth5
booth2
booth3
booth2
booth6
booth6
booth6
booth6
booth3
booth3

Booth, Five
Booth, Two

[T - Y —

Booth, Three

Booth, Two
Booth, Six
Booth, Six
Booth, Six
Booth, Six

Booth, Three
Booth, Three

Booth Window Type

38)
58J
81

58
3sJ
38J
38y
38y
81

81

Summary by Denomination

Jackpots

25!
5
32

6.84
142
5.50
8.00
1.76

“** End of Jackpot / Fill Ticket Void Report **

Fills
0.00
0.00
0.00
400.00
400.00

0.00
0.00
0.00
0.00

Fill

Jackpot
Jackpot
Jackpot
Jackpot
Jackpot
Jackpot
Jackpot
Jackpot
Jackpot

Jackpot / Fill Ticket
From 03/21/2f

Ticket #

03

J-0000660685
J-0000660897
08-01-0000660914.
05-8J-0000660916
03-SJ-0000660938
03-SJ-0000660942
03-8J-0000660944
03-8J-0000660959
08-01-0000660968
08-01-0000660970

Total
6.84
142

255,50
458.00
721.76

© 2001-2020 Derk Boss

006 Thro

Amount

400.00
2.46
50.00
8.00
5.75
438
0.70
0.72
50.00
199.75

Report

Date Time

3/21/2006
3121/2006
312112006
3/21/2006
3/21/2006
3/21/2006
3/21/2006
3/21/2006
3/21/2006
3/21/2006

5:56:26 PM
4:24:14 PM
4:10:20 PM
4:13:08 PM
6:10:41 PM
6:25:35 PM
8:17:03 PM
8:28:31 PM
7:02:37 PM
7:15:11 PM

---- Void Informatio

shift Reason

Swing LOST IN SY:

Swing  WRONG AMT

Booth
3

Grand Total:

Jackpots

11.55
10.46
299.75

321.76

35
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Daily Override Report

Daily Override Report

From 03/20/2006 Through 03/21/2006

Bootk
Jackpot
Machine Date Time Denom Amount
50340  3/20/2006 06:03:40 PM 1.00 20.00
0066065 50364  3/20/2006 08:53:13 PM 1.00 1,037.00
Booth
Jackpot
Tic Date Time Amount
04 006 08:37:26 PN 1
Booth
Ticket # Machine Date Time Denom

Fill

Amount
4
il
Amount
Fill
Amount
020 Derk Boss

Page: 1

Override Jackpot Amt

Seria 1,036.02
Keypad: 1.036.02

1.00

Keypad 0.00

Authorized by Overrides
erry - o

36

Other Important
Reports

* Player win reports (daily, monthly,
YTD, Career)

* Kiosk redemption

* Expiration of TITO

12/16/20
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Casino Cage

Daily Personal Checks Current Markers

Daily Other Che S Aged Markers

Daily Business Aged Mrkrs by Cred Aprvr
Daily Markers Iss Current Plrkyl mmary

R o = Cage Marker Activity
Daily Mrkrs by Cred Aprv Shift Marker Activity

Daily Marker Payments Marker Deposit list
Daily Over Limit Trans Current Front Money
Daily Front Money Trans Shift F.M. Activity
Daily Returned Checks Current Returns

Aged Retur

Daily Retn Check Pymts - Sl
Shift Returns Activity

Daily Urite Offs : Current Urite Offs
Daily Write Off Pymts Sy e s,

Daily ish Transactions Cage Fills & Credits
Daily Customer Updates In-House Customer lis
Daily Cash Over Limit User Security list
Daily Business Updates {'“”“ ction Log "

Daily Safekeeping Trans Customer Master Summary

SE Current Safe ng
Daily Trans by Item Nbr Shift Safekping Actvity

©2001-2020 Derk Boss

38
’
Player’s Club

§§t}ng U?t?}l f%y D”lDS Customer Summary Select
hal}ng DEtf}l Sele In-House Cust Win/Loss
ating HEIGII bu,“f Customer Master list
Pit U1H<LDSS by Game Group Customer list
Unused Comps Exp Arrivals Credit list
&Dmpu‘ﬂulgmatlc Update RtR\E e a el ikt
Qump Hctu%l by Customer Arrive & Depart list
Pump Uetafl by Issuer Guest\Services list
Comp Detail by Outlet Comp Summary by Issuer
Trf“ H}Slurg for Dates Comp Exceptions list
Trip History Select Rating Dtl Date & Shift
Last Five Trips list -
Point Transaction list GTDUD/UFfef EEtalE 115F
Club Adjustments list Group/Offer Summary list
X ATk y. X Group Summary list
Club Activity Summary Offer Detail list
Point Liability I}St Offer Summary list
Event Detail list Offer Dtl by Date Range
Event Summary list Offer Summary Listing
Comp l,iabj,litg list Casino Offer Select Detl

= Casino Offer Select Summ
Daily Customer Updates
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High Risk Transactions

* Promotional Events and Point Multipliers: The risk is that points are
not accruing at the correct rates and times as advertised on
promotional material.

* Manual Point Adjustments: There is a high degree of risk created as
this is a function that can be easily abused if is not adequately
controlled and monitored.

* Merging Accounts: Allows the pooling of two players’ gaming activity
to include points and rewards. The main reason this security function
exists is to eliminate duplicate accounts. This feature is a common
area of abuse by employees who/can merge dormant accounts into
another player’s account who is an accomplice to the fraudulent
scheme.

© 2001-2020 Derk Boss

High Risk Transactions

* Table Ratings = average bet x hours played x decisions-per-hour x house
advantage

* Surveillance possesses the sole ability to ensure ratings are correct.
* Common inaccuracies:

* Bets listed incorrectly

* Hours listed incorrectly

* Incorrect player or no player at all
* Correct decisions and skill levels not used or reviewed

© 2001-2020 Derk Boss

43

21



High Risk Transactions

* Club Tiers: Risk that employees can move players to a higher level
tier than their actual play permits so the player earns more points.

* Free Play: —The ability to add free play to players’ accounts poses a
significant risk if not properly monitored.

* Drawing Entries: There may be a risk that allows an employee to add
and subtract ticket stubs so that a player’s chance of winning is
altered.

¢ PIN Code Changes: When the code can be obtained or changed
access to player accounts can be made.

©2001-2020 Derk Boss
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In Summary

* By reviewing various reporting functions, your Surveillance team can get a different
perspective as to what is occurring in all areas.

* We, as an industry, rely on departments to monitor their own areas, but as all of us
know, they usually get busy with other job tasks and the reporting functions get

overlooked.

* By having the Surveillance department involved, you are getting an independent
department to back up the operating departments.

* This also allows the Surveillance department to become more knowledgeable in
Gaming operations and increase their value to the company.
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Key Takeaways

Clubs are extremely vulnerable to exploitation

The only method to protect them is to constantly
observe and monitor reports.

All things lead back to the club. Make sure you
know your marketing programs and promotions.

Free play is dangerous!!!

Proactive investigation will reduce loss. If not us,
then who?
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Detecting Cheating, Theft,
and Fraud through Data

Analysis
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